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Dear  
 

DECISION ON YOUR ACCESS APPLICATION 
 
I refer to your application under section 30 of the Freedom of Information Act 2016 (FOI Act), 
received by ACT Health Directorate (ACTHD) on Wednesday 20 December 2023.   
 
This application requested access to:  
 

‘The November and December 2023 DSD Performance Reports’. 
 
I am an Information Officer appointed by the Director-General of ACT Health Directorate (ACTHD) 
under section 18 of the FOI Act to deal with access applications made under Part 5 of the Act. ACTHD 
was required to provide a decision on your access application by Friday 9 February 2024.  
 
I have identified one document holding the information within scope of your access application. 
 
Decisions 
I have decided to grant full access to one document. The document released to you is provided as 
Attachment A to this letter. 
 
In reaching my access decision, I have taken the following into account: 

• The FOI Act; 
• The contents of the documents that fall within the scope of your request; and 
• The Human Rights Act 2004. 

 
The document released to you contains the November 2023 DSD Performance Report. The 
December 2023 DSD Performance Report has not yet been finalised at the date of the decision, and 
therefore cannot be provided. This will in no way preclude your ability to apply for access to the 
December 2023 DSD Performance Report once it has been finalised. 
 
Charges  
Processing charges are not applicable to this request. 
 
Disclosure Log  
Under section 28 of the FOI Act, ACTHD maintains an online record of access applications called a 
disclosure log. The scope of your access application, my decision and documents released to you will 
be published in the disclosure log not less than three days but not more than 10 days after the date 
of this decision. Your personal contact details will not be published. 
https://www.health.act.gov.au/about-our-health-system/freedom-information/disclosure-log.  



 
Ombudsman review 
My decision on your access request is a reviewable decision as identified in Schedule 3 of the FOI 
Act. You have the right to seek Ombudsman review of this outcome under section 73 of the Act 
within 20 working days from the day that my decision is published in ACT Health’s disclosure log, or 
a longer period allowed by the Ombudsman. 

 
If you wish to request a review of my decision you may write to the Ombudsman at: 
 
The ACT Ombudsman 
GPO Box 442 
CANBERRA ACT 2601 
Via email: ACTFOI@ombudsman.gov.au 
Website: ombudsman.act.gov.au 
 
ACT Civil and Administrative Tribunal (ACAT) review 
Under section 84 of the Act, if a decision is made under section 82(1) on an Ombudsman review, you 
may apply to the ACAT for review of the Ombudsman decision. Further information may be obtained 
from the ACAT at: 

 
ACT Civil and Administrative Tribunal 
Level 4, 1 Moore St 
GPO Box 370 
Canberra City ACT 2601 
Telephone: (02) 6207 1740 
http://www.acat.act.gov.au/ 
 
Further assistance  
Should you have any queries in relation to your request, please do not hesitate to contact the  
FOI Coordinator on (02) 5124 9831 or email HealthFOI@act.gov.au. 
 
 
Yours sincerely, 
 
 
 
 
Holger Kaufmann 
Chief Information Officer  
ACT Health Directorate  
 
     February 2024 7
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1. From the Chief Information Officer
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Canberra Health Services, 
North Canberra Hospital and Tresillian Queen Elizabeth II Family Centre.  
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system. 

November 12, 2023, marked one year on since the go-live of the Digital 
Health Record (DHR). This has been a big step forwards for the ACT Public 
Health System to digitally enable our healthcare services.  

Between November 12, 2022, to November 1, 2023, we have already seen positive outcomes such as: 

 The activation of 214,851 MyDHR Accounts, allowing patients to access their own information in 
one place.  

 559,280 results were sent to patients via their MyDHR account within one day.  
 547 litres of blood saved by using the automatic order adjustment available within the system.  
 199,539 potential adverse effects to medication were avoided due to the medication warnings. 

Whist it has been a busy 12 months stabilising the system, there is still some work ahead of us to 
continue to embed and optimise the DHR. 

In addition to the embedment and optimisation of the DHR, DSD has several important deliverables. 
Some of the more notable deliverables include: 

 Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

 Participating in the planning for the new Northside Hospital   

 Continuing to build of data and reporting deliverables with our new systems   

 Decommissioning of the systems replaced by the Digital Health Record 

 Substantial cyber and protective security enhancements 

 Completion of the migration to digital records management across ACT Health 

 Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

  

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 38 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 12 November 2023.  
 
Out of the 21 major (Tier 1 and Tier 2) there are four projects tracking red. The first is the Pharmacy 
Inventory Management System (PIMS). Confirmation is pending from the vendor on when the next 
upgrade will be available to fix the issues.  
 
The next project is the North Canberra Hospital OneID and Electronic Access Control (EACS) Replacement. 
The forecasted completion is now expected in March 2024 due to the impacts of the theatre fires and 
onsite asbestos.  
 
The BreastScreen Information System upgrade is experience delays for the final two deliverables for 
replication and high availability configurations, the combined work is expected to take 12 weeks.  
 
The last project tracking red is the Data and Reporting Remediation Project. The new issues and risks are 
associated around phase 2 of the project. Development of a business case to seek additional funding is 
now underway for phase 2.    
 
For this reporting period, there were two new projects established which include: 
 

 IHSS Food Services Model Transformation  
 Endoscopy Service Expansion  

 
Two projects were formally closed during this period. The first was the ICU redevelopment for Building 12 
at the Canberra Hospital which provided an additional eight new beds within a single-story expansion.  
The second was the Rhapsody cutover with successfully transition from AETHER to Rhapsody.  
 
Further details on each of the new projects can be found on the Digital Solutions Division Portfolio 
Dashboard below.  
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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3.2. Data and Reporting Remediation Project Status Report 
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3.3. Critical Communications Infrastructure Upgrades at ACT 
Public Hospitals - Distributed Antenna Systems 
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3.5. Pharmacy Inventory Management System Status Report  
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3.6. Identity Governance Status Report  
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3.8. Environmental Monitoring System  
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3.9. DHR Upgrade to Hyperdrive 
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4. Cyber Security  
4.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared 
broadly across directorates due to privacy reasons, however statistics for ACT Health and Canberra 
Health Services are below.  

Some of the information in this section has been updated with the latest information provided from 
the DDTS Cyber Security Report July  September 2023.  

For the November reporting period DSD (including our vendors including NTT) have no recorded 
successful cyber attacks on our system and infrastructure. 

  Incidents (3) 

Date Reference Incident Type Directorate Status 
 02/07/2023   SEC-IST-23-182 Phishing   HD  Closed - Fully Resolved  
 03/07/2023  SEC-IST-23-163  Account 

Compromised   
HD Closed - Fully Resolved  

 06/07/2023  SEC-IST-23-156  Phishing   HD Closed - Fully Resolved  
 

4.2. Operational Security Updates 

4.2.1. Essential 8 maturity level  

The ACT Health
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of one and above across all the Essential 8 elements for 
hosting.  

4.2.2. Privileged Account Management  

 
The benefits of this solution include the management of privileged accounts, vendor session 
monitoring/recording and password vault capabilities. A total of 46 Systems have now been 
onboarded into the PAM solution. 

The ACTHD Cyber Team DSD are continuing to work with the team across DSD to continue 
onboarding systems and removing individual administrator accounts for system administrators. 

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate devices have been impacted by the network modernisation project 
at CHS, which has resulted in the data feeds to break. The ACT Health Cyber team are working 
with the DDTS networks team to remediate the data feed issues.  

 

 

39



40



41




