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Our reference: ACTHDFOI23-24.47 

 
Dear  
 

DECISION ON YOUR ACCESS APPLICATION 
 
I refer to your application under section 30 of the Freedom of Information Act 2016 (FOI Act), 
received by ACT Health Directorate (ACTHD) on Monday 29 April 2024.   
 
This application requested access to:  
 

‘Under the FOI Act I would like to be supplied with the January, February, March and April 
DSD Performance Reports’. 

 
I am an Information Officer appointed by the Director-General of ACT Health Directorate (ACTHD) 
under section 18 of the FOI Act to deal with access applications made under Part 5 of the Act. ACTHD 
was required to provide a decision on your access application by Wednesday 12 June 2024.   
 
I have identified 3 documents holding the information within scope of your access application. 
 
Decisions 
I have decided to grant full access to all 3 documents. The documents released to you are provided 
as Attachment A to this letter. 
 
In reaching my access decision, I have taken the following into account: 

• The FOI Act; 
• The contents of the documents that fall within the scope of your request; and 
• The Human Rights Act 2004. 

 
The attached document released to you contains the January, February and March 2024 DSD 
Performance Report. The April 2024 DSD Performance Report has not yet been finalised at the date 
of the decision, and therefore cannot be provided. This will in no way preclude your ability to apply 
for access to the April 2024 DSD Performance Report once it has been finalised. 
 
Charges  
Processing charges are not applicable to this request. 
 
Disclosure Log  
Under section 28 of the FOI Act, ACTHD maintains an online record of access applications called a 
disclosure log. The scope of your access application, my decision and documents released to you will 
be published in the disclosure log not less than three days but not more than 10 days after the date 
of this decision. Your personal contact details will not be published. 



https://www.health.act.gov.au/about-our-health-system/freedom-information/disclosure-log.  
 
Ombudsman review 
My decision on your access request is a reviewable decision as identified in Schedule 3 of the FOI 
Act. You have the right to seek Ombudsman review of this outcome under section 73 of the Act 
within 20 working days from the day that my decision is published in ACT Health’s disclosure log, or 
a longer period allowed by the Ombudsman. 

 
If you wish to request a review of my decision you may write to the Ombudsman at: 
 
The ACT Ombudsman 
GPO Box 442 
CANBERRA ACT 2601 
Via email: ACTFOI@ombudsman.gov.au 
Website: ombudsman.act.gov.au 
 
ACT Civil and Administrative Tribunal (ACAT) review 
Under section 84 of the Act, if a decision is made under section 82(1) on an Ombudsman review, you 
may apply to the ACAT for review of the Ombudsman decision. Further information may be obtained 
from the ACAT at: 

 
ACT Civil and Administrative Tribunal 
Level 4, 1 Moore St 
GPO Box 370 
Canberra City ACT 2601 
Telephone: (02) 6207 1740 
http://www.acat.act.gov.au/ 
 
Further assistance  
Should you have any queries in relation to your request, please do not hesitate to contact the  
FOI Coordinator on (02) 5124 9831 or email HealthFOI@act.gov.au. 
 
 
Yours sincerely, 
 

 
 
Holger Kaufmann 
Chief Information Officer  
ACT Health Directorate  
 
4 June 2024 



 

FREEDOM OF INFORMATION SCHEDULE OF DOCUMENTS 

Please be aware that under the Freedom of Information Act 2016, some of the information provided to you will be released to the public through the ACT 
Government’s Open Access Scheme. The Open Access release status column of the table below indicates what documents are intended for release online 
through open access.  
Personal information or business affairs information will not be made available under this policy.  If you think the content of your request would contain 
such information, please inform the contact officer immediately. 
Information about what is published on open access is available online at: http://www.health.act.gov.au/public-information/consumers/freedom-
information 

 

APPLICANT NAME  WHAT ARE THE PARAMETERS OF THE REQUEST FILE NUMBER 

‘Under the FOI Act I would like to be supplied with the January, February, March and April 
DSD Performance Reports’. 

ACTHDFOI23-24.47 

 

Ref 
Number  

Page 
Number 

Description  Date  Status Decision Factor  Open Access 
release status  

1.  1-43 Digital Solutions Division Performance Report - January 2024 01/05/2024 Full Release  YES 
2.  44-89 Digital Solutions Division Performance Report - February 2024 01/05/2024 Full Release  YES 
3.  90-132 Digital Solutions Division Performance Report - March 2024 15/05/2024 Full Release  YES 

Total Number of Documents 

3 
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1. From the Chief Information Officer 
The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system which 
includes our colleagues in ACT Health, Canberra Health Services, North Canberra 
Hospital and Tresillian Queen Elizabeth II Family Centre.  
DSD also provides a range of other services to differing sub-sets of the ACT public 
health system including security, records management, concierge and switchboard. 
Our services are as wide and varied as the ACT public health system. 

On 22 January 2024, Virtual Care Department went live in the DHR. This new 
addition means that patients may be able to go home sooner or not be admitted 
from the ED because they'll have support through the virtual care team. The virtual 
care team will be able to monitor patients to ensure they continue to improve or don't deteriorate in their care - 
and if they need additional support, they can access help quickly. The Ambulatory & Community and Inpatient 
teams worked hard on this and provided support on the ground. 

In addition to the embedment and optimisation of the DHR, DSD has several important deliverables. Some of 
the more notable deliverables include: 

• Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

• Participating in the planning for the new Northside Hospital   

• Continuing to build of data and reporting deliverables with our new systems   

• Decommissioning of the systems replaced by the Digital Health Record 

• Substantial cyber and protective security enhancements 

• Completion of the migration to digital records management across ACT Health 

• Ongoing evolution of our client service revolution to improve our service offering to the ACT public 
health system 

  

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 

 

 

3



4



5



6



7



8



9



should be provided by the 
vendor. 

CPF - Intermittent 
connectivity 
failures 

For the duration of the 
outage, CPF was 
intermittently inaccessible 
for its users. 

The cause of this outage had 
been identified to be due to 
an additional NetScaler VPX 
appliance that was cloned 
from its original back in 2022. 
This cloned appliance 
seemingly turned itself on 
and started causing IP 
conflicts to CPF. 
The incident was resolved 
when NTT shut down the 
cloned appliance, fixing the 
IP conflicts. 

Partial Outage 
4h, 18m 

DSD-416474 P2 

Evolution - 
Application not 
launching via Citrix 

For the duration of the 
outage, staff were unable to 
access Evolution. A generic 
Citrix error message 
appeared when staff 
attempted to access it. 

The cause of this incident 
was due to the local drives 
on the session hosts reaching 
capacity.  
The incident was resolved by 
NTT clearing space on both 
drives, allowing the session 
hosts to write to them again. 

2h, 19m DSD-410081 P2 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 41 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 14 January 2024.  
 
Out of the 23 major (Tier 1 and Tier 2) there are five projects tracking red. The first is the Pharmacy 
Inventory Management System (PIMS). Confirmation is pending from the vendor on when the next 
upgrade will be available to fix the issues as they have not been able to confirm to date.  
 
The TCH Building 12 Medical Imaging Refurbishment is also tracking red. The expected delivery is now 
within the February 2024, as the installation of the Vitrea v7 application is delayed.  
 
The next project is the North Canberra Hospital OneID and Electronic Access Control (EACS) Replacement. 
The forecasted completion is now expected in March 2024 due to the impacts of the theatre fires and 
onsite asbestos.  
 
The BreastScreen Information System upgrade is experience delays for the final two deliverables for 
replication and high availability configurations, the combined work is expected to take 12 weeks.  
 
The last project tracking red is the Data and Reporting Remediation Project. The new issues and risks are 
associated around phase 2 of the project. A Business Case has been submitted to Treasury with an 
announcement expected around February 2024.     
 
For this reporting period, there were two new projects established which include: 
 

• QScan integration for North Canberra Hospital 
• iDose Upgrade and NTT Migration  

 
Further details on each of the new projects can be found on the Digital Solutions Division Portfolio 
Dashboard below.  
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3.2. Data and Reporting Remediation Project Status Report 
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3.4. Critical Services Building (CSB) Operational Commissioning 
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3.5. DHR Upgrade to Hyperdrive 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

28



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

29



30



 

31



3.7  Notifiable Disease Management System 
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3.8 Pharmacy Inventory Management System Status Report  
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3.9 Identity Governance Status Report  
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3.10 Environmental Monitoring System  
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4. Cyber Security  
4.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

Some of the information in this section has been updated with the latest information provided from 
the DDTS Cyber Security Report October – December 2023.  

For the December reporting period DSD (including our vendors including NTT) have no recorded 
successful cyber attacks on our system and infrastructure. 

  Incidents (6) 

Date Reference Incident Type Directorate Status 
 13/11/2023   SEC-IST-23-256  Process Failure  HD  Closed - Fully Resolved  
 12/11/2023   SEC-IST-23-253  Phishing  HD Closed - Fully Resolved  
 08/11/2023   SEC-IST-23-249  Phishing  HD Closed - Fully Resolved  
 08/11/2023   SEC-IST-23-248  Phishing  HD Closed - Fully Resolved  
 31/10/2023   SEC-IST-23-247  Device Based 

Threats  
HD Closed - Fully Resolved  

 09/10/2023   SEC-IST-23-232  Website 
Compromise  

HD Closed - Fully Resolved  

 

4.2. Operational Security Updates 
4.2.1. Essential 8 maturity level  

The ACT Health’s Health Enclave has been established for several months now and work is still 
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of two and above across all the Essential 8 elements for 
hosting by June 2024.  

4.2.2. Privileged Account Management  

Beyond Trust’s Privileged Account Management (PAM) solution within the Health Enclave.  
The benefits of this solution include the management of privileged accounts, vendor session 
monitoring/recording and password vault capabilities. A total of 46 Systems have now been 
onboarded into the PAM solution. 

The ACTHD Cyber Team DSD are continuing to work with the team across DSD to continue 
onboarding systems and removing individual administrator accounts for system administrators. 

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate devices have been impacted by the network modernisation project 
at CHS, which has resulted in the data feeds to break. The ACT Health Cyber team are working 
with the DDTS networks team to remediate the data feed issues.  
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1. From the Chief Information Officer

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Canberra Health Services, 
North Canberra Hospital and Tresillian Queen Elizabeth II Family Centre.  
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system. 

During February, our application support teams were closely supporting many 
areas across the North Canberra Hospital in preparation for their 
accreditation assessment against the National Safety and Quality Health Services Standards. 

A positive outcome of this work was attributed to our Inpatient Clinical Documentation team who designed 
and implemented changes to improve efficiency and compliance with Comprehensive Care within North 
Canberra Hospital. This included rapid development of changes and a full rollout of the changes, 
presentations to nurse managers and clinical development nurses and ward by ward face to face 
introduction to all areas. These changes are expected to be rolled out to the Canberra Hospital in the near 
future.  

Over the next year, DSD has several important deliverables. Some of the more notable deliverables 
include: 

• Supporting the preparations for operational commissioning of the Critical Services Building at the
Canberra Hospital campus

• Participating in the planning for the new Northside Hospital

• Continuing to build of data and reporting deliverables with our new systems

• Decommissioning of the systems replaced by the Digital Health Record

• Substantial cyber and protective security enhancements

• Completion of the migration to digital records management across ACT Health

• Ongoing evolution of our client service revolution to improve our service offering to the ACT
public health system

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 

+61 2 5124 9000 or acthealthcio@act.gov.au
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1. From the Chief Information Officer 
 

The Digital Solutions Division (DSD) within ACT Health is responsible for the 
delivery of digital health capabilities across the ACT public health system 
which includes our colleagues in ACT Health, Canberra Health Services, 
North Canberra Hospital and Tresillian Queen Elizabeth II Family Centre.  
DSD also provides a range of other services to differing sub-sets of the ACT 
public health system including security, records management, concierge and 
switchboard. Our services are as wide and varied as the ACT public health 
system. 

In March, DSD have been working towards the rollout of the DHR Haiku 
application for use by all CHS doctors on Bring Your Own Device (BYOD) and 
shared Clinical Work Devices (CWD). The Haiku app can provide a level of efficiency and convenience on 
and off site, particularly for those working on-call. As of the go-live date on 3 April, Doctors using the 
Haiku app will be able to do the following: 

• View patient lists (including ED track-board and theatre status-board) 

• View their daily patient schedule 

• Search for any patient 

• Access a patient chart and view notes, observations and investigation results 

• Write a basic note 

• Place simple orders 

• Capture clinical images using their device camera which will be saved directly to the chart 

• Receive and send clinical messages between team members using secure chat 

In addition to the embedment and optimisation of the DHR, DSD has several important deliverables. 
Some of the more notable deliverables include: 

• Supporting the preparations for operational commissioning of the Critical Services Building at the 
Canberra Hospital campus 

• Participating in the planning for the new Northside Hospital   

• Continuing to build of data and reporting deliverables with our new systems   

• Decommissioning of the systems replaced by the Digital Health Record 

• Substantial cyber and protective security enhancements 

• Completion of the migration to digital records management across ACT Health 

• Ongoing evolution of our client service revolution to improve our service offering to the ACT 
public health system 

Holger Kaufmann    
Chief Information Officer and Executive Group Manager 
Digital Solutions Division, ACT Health Directorate 
 

+61 2 5124 9000 or acthealthcio@act.gov.au 
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mount has been disabled to stop these 
issues occurring in the future. 

DHR – Not 
Launching – DDTS 
DC Issues 

The first occurrence for this incident. For 
the duration of the outage, staff were 
unable to start new DHR sessions.  

The cause of this outage had been caused 
by a Microsoft patch that had been 
applied to two DCs managed by DDTS. 
These DCs manage the traffic from the 
ACTGOV network to the DHR servers. The 
introduced a memory leak that had 
caused the DCs to stall. 

The resolution for this iteration of the 
outage involved a rollback of the patch 
that introduced the memory leak, along 
with a reboot of both DCs.  

6h, 15m  DSD-441991 P1 

DHR – Not 
Launching – DDTS 
DC Issues – Second 
Occurrence 

The second occurrence for this incident. 
For the duration of the outage, staff were 
unable to start new DHR sessions.  

The cause of the incident is still under 
investigation by DDTS. It’s believed that 
the rollback of the Microsoft patch that 
introduced the memory leaks had not 
been fully removed. 

Two actions were completed to resolve 
this incident: the introduction of two 
additional DCs and the implementation of 
a fix provided by Microsoft.  

The combination of these two actions saw 
the overall load on the DCs drop to safe 
levels and stopped the memory leaks 
from occurring, permanently resolving 
this incident. 

1h, 24m DSD-433046 P1 
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3. Projects and Program  
3.1. Summary Overview  

The Digital Solutions Division (DSD) has a work program with 45 active projects in progress.  
The Division tiers projects from 1 to 4 in accordance with the Portfolio Delivery Framework.  
The Tier 1 projects are the most complex and Tier 4 are considered smaller and less complex. 
 
Projects that have been classified as a Tier 1 or Tier 2 are required to report monthly to the Executive 
Sponsor and Chief Information Officer. The below reporting dashboards are derived from the reports 
submitted by Project Managers for the period ending 10 March 2024.  
 
Out of the 21 major (Tier 1 and Tier 2) there are four projects tracking red. The first is the Pharmacy 
Inventory Management System (PIMS). The next release provided by Pharmhos will be put into the TEST 
environment in the week commencing 18 March. The vendor has advised this release will include fixes 
and improvements.   
 
The next project is the North Canberra Hospital OneID and Electronic Access Control (EACS) Replacement. 
There have been several external factors that have contributed to the delay of this project which are 
outlined in the Red Synopsis Report below. This project has now been delayed until December 2024.  
 
The BreastScreen Information System upgrade is experience delays for the final two deliverables for 
replication and high availability configurations, the project is expected to be formally closed by June 2024.  
 
The last project tracking red is the Data and Reporting Remediation Project for Budget reasons. There was 
an estimated underspend of funds for the 2023/24 financial year which may not be approved for rollover 
into the next financial year.   
 
For this reporting period, there were two new projects established which include: 
 

• Design and installation of the associated infrastructure works for the Dhulwa Security Upgrades 
• Demolition of Building 6 and 23 at the Canberra Hospital campus as a part of the Canberra 

Hospital Expansion  
 

One project was formally closed, which was the DHR Onboarding Form Report. This project delivered a 
new Onboarding Form Submissions report to manage new requests for OHR user access/provider 
records.  
 
Further details on each of the new projects can be found on the Digital Solutions Division Portfolio 
Dashboard below.  
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3.1. Digital Solutions Divisions Portfolio Dashboard  
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3.2. Data and Reporting Remediation Project Status Report 
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3.3. Critical Service Building (CSB) Main Build 
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3.5. DHR Upgrade to Hyperdrive 
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3.6. Critical Communications Infrastructure Upgrades at ACT Public 
Hospitals - Distributed Antenna Systems 
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3.7. Notifiable Diseases Management System Status Report  
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3.8. Pharmacy Inventory Management System Status Report  
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3.9. Identity Governance Status Report  
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4. Cyber Security  
4.1. Cyber Incidents  
Details of security related incidents, investigations and requests for information are not shared broadly 
across directorates due to privacy reasons, however statistics for ACT Health and Canberra Health 
Services are below.  

Some of the information in this section has been updated with the latest information provided from 
the DDTS Cyber Security Report January – March 2024.  

For this reporting period DSD (including our vendors including NTT) have no recorded successful cyber 
attacks on our system and infrastructure. 

  Incidents (3) 

Date Reference Incident Type Directorate Status 
 06/03/2024   SEC-IST-24-060 Device Based 

Threats 
HD  In Progress  

 13/02/2024   SEC-IST-24-040  Phishing  HD Closed - Fully Resolved  
 05/02/2024   SEC-IST-24-031  Account 

Compromised 
HD Closed - Fully Resolved  

 

4.2. Operational Security Updates 
4.2.1. Essential 8 maturity level  

The ACT Health’s Health Enclave has been established for several months now and work is still 
ongoing to ensure the Enclave meets all Essential 8 elements for hosting. Work is actively ongoing 
to achieve the minimum maturity level of two and above across all the Essential 8 elements for 
hosting by June 2024.  

4.2.2. Privileged Account Management  

Beyond Trust’s Privileged Account Management (PAM) solution within the Health Enclave.  
The benefits of this solution include the management of privileged accounts, vendor session 
monitoring/recording and password vault capabilities. A total of 46 Systems have now been 
onboarded into the PAM solution. 

The ACTHD Cyber Team DSD are continuing to work with the team across DSD to continue 
onboarding systems and removing individual administrator accounts for system administrators. 

4.2.3. Network and device visibility  

The Forescout and Medigate tools have been beneficial to provide visibility over the various ACT 
Health networks such as Pathology, Medical Imaging, Devices, Security and Radiation oncology.  
The security team work proactively with DDTS and CHS to remediate any vulnerabilities that may 
arise. Forescout and Medigate devices have been impacted by the network modernisation project 
at CHS, which has resulted in the data feeds to break. The ACT Health Cyber team are working 
with the DDTS networks team to remediate the data feed issues.  
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